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INOJINTUKA
B OTHOIIEHHUH OBPABOTKHU NEPCOHAJIBHBIX JAHHBIX

Ilonumuxa ¢ omnowenuu 06pabomMKu NEPCOHATLHBIX OAHHBIX HANPABICHA HA OBECHEYCHUE 3AU UMb
npas u c60000 4en08eKa U 2paXscOanuna npu 06pabomKe €20 NEPCOHATLHBIX OGHHBIX, 6 MOM YUCTE
3auqumesl npae HA HENPUKOCHOGEHHOCMb YACMHOU MCUZHU, JTUNHYIO W CeMEUHYI0 MAaiHy u
npedycmampusaem Henpepsi6Hblil AHATU3 U COBEPUICHCMEOSANNE CUCTMEMDI U HPOUECCO6 0DPaAbOMKU
HEPCOHANbHBIX OAHHBIX, NPAKMUYECKYIO Ppealu3ayuio Mmep no obecneyenulo 6e30nacHOCHu
00padomKu nEPCoHAIbHBIX OAHHBIX HA OCHOGAHUU OCHCMBYIOUIE20 POCCUIICKO20 U MEHCOYHAPOOHO20
3AKOHOOAmMeIbCmea, ROOZOMOBKY U NEPUOOUUECKYIO NEPEno0ZOMOSKY NEPCOHANA, HEROCPEICTEEHHO
3anamozo0 u obecneyusaowezo 00paboOmMKy REPCOHANBHBIX OAHHBIX, 6 YACMU Kacaouieics
KonguoenyuarbHocmu u 6e30nacHocmu.

IPUHIUITBI PEAJIU3ALIUUA ITOJIUTUKHA

Ocnosononazaroujue:
* OO0paboTka nepcoHanbHBIX JaHHBIX OCYIIECTB/IAETCS HA 3aKOHHOM M CTIpaBe/IMBOi OCHOBE.

* OOpaboTka nepcOHaNbHBIX JAHHBIX  OTPAHMYHMBAETCH JOCTHXKEHHEM KOHKDETHBIX, 3apaHee
ONpeJie/ICHHbIX W 3aKOHHBIX uenel. He pomyckaercs o00paGoTka mNepcOHabHBIX —[aHHBIX,
HECOBMECTHMAs ¢ LeNAMH cOOpa NepcoHabHBIX JaHHBIX.

* He nomyckaercs obbenuHenne 6a3 JaHHBIX, COAEPIKALIMX MEPCOHATIbHBIE AaHHBIE, 06paboTKa
KOTOPBIX OCYLIECTBIIAETCSA B HECOBMECTHMBIX MEXKIY CODOM 11emx.

* Cozepxanue 1 00beM 00pabaTbiBaeMbIR NEPCOHATBHBIX JAHHBIX COOTBETCTBYIOT 3aABJIEHHBIM LIEIAM
obpabotku. O6pabaTsiBaeMbie TNEPCOHAIbHBIE AAHHbIE HE JOJKHBI ObITh W3OBITOYHBIMH 110
OTHOUIEHHMIO K 3aBJIEHHBIM Lie/1iM UX 00paboTKH.

* Ilpu obpaboTke nepcoHaNbHBIX AAHHBIX OGECTIEYHBAIOTCS TOYHOCTL MEPCOHATBLHBIX NAHHBIX, MX
AOCTATOYHOCTh, @ B HEOOXOJMMBIX CIyHasX M aKTyaJbHOCTh IO OTHOLIEHHIO K LienaM obpaboTku
nepcoHanbHbIX faHHbIX. I'pK «Bonra-/lnenp» npuxHumaeT HeoOXoaumbie Mepsl (M0G0 obecneyusaeT
HX TIPHHATHE) MO yJATEHHUIO WK YTOYHEHHMIO HETMOJIHBIX WM HETOYHBIX MEPCOHAIBHBIX 1aHHbIX.

¢ XpaHeHHE M YHWUYTOXEHHE MEePCOHAIbHBIX JAHHBIX OCYIIECTBIAIOTCH ¢ cob/MoaeHueM TpeGoBaHumii
3akoHoaarTeNibecTea PO,

¢ ['pK «Boara-J/Isenp» He pacKpblBaeT TPETBMM JIMLIAM M HE PACHPOCTPAHAET MEPCOHATBHbBIE JaHHBIE
Oes cornacus cyObeKTa NMEpCOHANBHBIX JAHHBIX, €CIM MHOE HE MPEIyCMOTPEHO (elepanbHbiM
3aKOHOM.

¢ IpK «Bosra-/lnenp» obecneunBaeT npeaocTaBieHHe HEOOXOAMMBIX DPECYPCOB ISl YCTIEIIHOM
peanusauy Mep 1o OezonacHoi 06paboTke NMepCOHATBHBIX JIAHHBIX.

ITo omnowenuio k nepconany:

e [llepconan I'pK «Bosra-/lnenp» sBaseTcs KIIOUEBBIM DJJIeMEHTOM B cucTeMe 06paboTku
MEPCOHAIbHBIX JaHHBIX.

o Kaxpiil pabothux I'pK «Bonra-/{senp» obs3an yuacTBoBath B paboTe 10 pealu3alMy HAaCTOAIIEH
[TonuTuky.




¢ HckpeHHOCTH mnepcoHana B BOmpocax obecriedeHus 0e30MacHOCTH M KOHGMAEHLUMATBHOCTH
NEePCOHAIbHBIX  JaHHBIX npuBeTcTBYeTcs. JhobGoi pabornuk I'pK  «Bonra-/lnenp» umeer
BO3MOJKHOCTb COOOUIMTL OTBETCTBEHHOMY 32 OpraHH3aiHio o0palOoTKH MEepCOHANbHBIX JAHHBIX O

HapyUWIEHHsX, CBA3AHHBIX ¢ 00paboTKOM MepcoHaNbHBIX aHHBIX, HE OMAcasCh MPH TOM KAKHX-THG0
CaHKLIHA.

Ilo omnowenuio K pyKkogooumenam u K TUUAM, OMECMCMEEHHbIM 34 OPZAHU3ANUIO 06pabomKu
NEPCOHATBHBIX OAHHBIX:

e Pykosogurens I'pK «Bonra-/lwenp» npomaranaupyeT Leid W BHEAPSET KylabTypy 0OpaGOTKH
MEPCOHANBHBIX JaHHBIX B COOTBETCTBHH C TpeOOBaHHAMH MEKIYHAPOAHOTO M POCCHHCKOro
3aKOHO/1aTe/1bCTBA.

e Pykosoaurens [I'pK «Bonra-/lHenp» Ha3HadaeT MNOJOTYETHOE €My IIMIO, OTBETCTBEHHOE 3a
OpraHu3aLHio 06paboTKH NEPCOHANBHBIX JAHHBIX.

e JInLo, OTBETCTBEHHOE 32 OpraHM3aluio 00pabOTKH MePCOHAbHBIX AaHHBIX, IPUHUMAET PELIeHHs B
HUHTEpecax HeNOMyIleHHs HapyleHHH npH o0paboTKe MEPCOHANBHBIX [aHHBIX, C CAHKLHUH
PYKOBOJMTENI OPraHM3yeT MEpONpPHUATHA [0 YCTPAHEHHIO BLIABIEHHBIX HApyLIeHWH, NpH
HeoOXO0JMMOCTH aKTHBHO B3aHMOJICHCTBYET B ATHX LIEJIAX C IOCY/IapCTBEHHBIMH OpPraHaMy.

e Paccnenosanne HapylieHus TpebopaHui 00paboTKM NEepcOHAIBHBIX JAHHBIX NMPOBOAMTCA BCerja
HE3aBMCHMO OT JpYrux paccienosanuid. Llene paccienoBanus - BbISBIEHHE NMPHYMH M MPUHATHE
CBOEBPEMEHHBIX ~ KOPPEKTHPYIOLIMX Mep, HalpaBjieHHBIX Ha MNpeloTBpallieHHe MoA0OHBIX
MHLMIEHTOR B OyylIeM.

ITo omnowenuio k 3akazuurxam, llocmasuwjuxam u Iapmuepam:

e [pK «Bomra-/lnenp» nponaranaupyer OesonacHyld o00paloTKY NEPCOHANBHBIX JIaHHBIX,
CMOCOOCTBYET NOBBILIEHUIO YPORHA JI0BEPHI MeX1y 3akaszunkamu, [locraBimmkamu u [NaprHepamu.

Crapunii Bune-npesuaedt I'pK «Bonra-/IHenp» C.H1. llknauuk

Henonuurensuelii npesuient AK «Boura-/Inenp» B.A. I'abpuens

Wcnonuurensusiii npesunent AK «diipBpumkKapro» p S/ T.B. Apcianosa

['enepansHbiii nupekTop «Bonra-/lnenp-Texuuke Mocksa» B.B. lllepun
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PERSONAL DATA PROCESSING POLICY

This Policy is aimed at protecting human and citizen’s rights and freedoms when processing personal
data to include privacy, individual and family secrets and provides for the continuing analysis and
improvement of the system and relevant processes, practical implementation of personal data security
measures based on the current Russia’s and International Law in force, initial and recurrent training
of personnel directly involved in and performing personal data processing as regards confidentiality
and security.

PRINCIPLES OF IMPLEMENTATION

Fundamentals:

Personal data shall only be processed on legal and equitable basis.

Personal data processing shall be limited to specific preliminary defined and legally set purpose.
Personal data processing contradicting the personal data collection purpose shall not be allowed.

Personal data bases shall not be integrated if and where the processing pursues different and
incompatible objectives.

The scope of processing shall meet the declared purpose. Processed personal data shall not be in
excess of the declared purpose.

The processing procedure shall ensure accuracy and sufficiency of personal data and where necessary
currency and relevance with regard to the processing purposes. Volga-Dnepr Group shall take (or
cause to be taken) the appropriate measures to remove or specify incomplete or inaccurate personal
data. ’

Personal data shall be stored and disposed of in accordance with the Law of the Russian Federation.

* Volga-Dnepr Group shall not disclose and/or disseminate to Third Parties any personal data without
prior agreement with Personal Data Owner unless otherwise specified by the federal Law.

* Volga-Dnepr Group shall provide necessary recourses to ensure that safe data processing measures
are being implemented.

With regard to line personnel:
e Volga-Dnepr’s personnel is the key component within the personal data processing system.
e Every Volga-Dnepr’s employee must be involved in implementation of this Policy.

e Good faith of the personnel in maintaining safety and confidentiality of personal data is being
encouraged. Any employee of the Group shall be entitled to refer to executive responsible and report
any violation occurring in connection with personal data processing without concern of being
penalized.

With regard to managing personnel and persons responsible for personal data processing:

e Volga-Dnepr’s managing personnel shall promote and implement personal data processing culture in
accordance with International and Russian Law.




* Volga-Dnepr Group shall assign a responsible person to ensure that personal data processing
procedure is in place and being maintained operational.

* Person responsible shall take resolutions to prevent violations of personal data processing procedure
and upon agreement with the higher managing personnel shall take effort to eliminate identified
deficiencies of the system and if required actively communicate with competent government
authorities for this purpose.

* Investigation of violations shall always be carried out independently from any other investigation.
The purpose of such investigation shall be to identify causes and take prompt corrective action as
necessary to prevent recurrence of such incidents in future.

With regard to Customers, Providers and Partners:

¢ Volga-Dnepr Group is promoting safe and secure personal data processing procedure thereby helping
facilitate confidence between Customers, providers and Partners,
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